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Accessing the Web Interface

ACCESSING THE
WEB INTERFACE

You access the LifeSize Gatekeeper Administrator web interface using the
Product Family Entry Point web interface. The Product Family Entry Point
web interface provides a comprehensive list of network devices currently
available with active links to the web interface of each device. The Product
Family Entry Point list includes information about each device including IP
address, product type, version and icons which indicate the device type. You can
sort the order of the list by clicking on any of the list headings with which you
wish to sort the list.

You access the LifeSize Gatekeeper Administrator web interface for a specific
LifeSize Gatekeeper simply by clicking on the IP address of the LifeSize
Gatekeeper you wish to manage. A separate window is opened to display the web
interface of the LifeSize Gatekeeper you selected. You can return to the main list
at all times to access and manage other devices.

Figure 3-1 Product Family Entry Point Interface
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Accessing the Web Interface

& To access the LifeSize Gatekeeper Administrator configuration interface

1 Inyour browser, enter the name of the device on which the LifeSize
Gatekeeper resides.

Press Enter to display the Login screen (Figure 3-2).

3 LifeSize-

To sign in please type in @ valid username and password

Marne: I
Password:

Figure 3-2 LifeSize Gatekeeper Administrator Login
Screen

2 Enter your user name and password and click OK to proceed to the
Product Family Entry Point web interface. The default user name is
admin and the default password is null.

The Product Family Entry Point interface displays.

3 Click the IP address of the device you wish to manage or click Local
Administrator to access the LifeSize Gatekeeper Administrator
configuration interface.

Clicking the IP address opens the Login screen again.
4 Enter your user name and password and click OK.

The LifeSize Gatekeeper Administrator configuration interface displays
(Figure 3-3).
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Login Profiles

LOGIN PROFILES You can log in to the LifeSize Gatekeeper as

®  An administrator—Administrators have access to all LifeSize
Gatekeeper configuration options.

m  Anoperator—Operators can view all LifeSize Gatekeeper
configuration options, but can modify only the Make Call function in the
Call Control tab. For more information, see Enabling Third Party Call
Control on page 191.

m A guest—Guests can view the Endpoints tab only, and cannot modify
any LifeSize Gatekeeper configuration settings.

m A read-only user—Read-only users can view all LifeSize Gatekeeper
configuration options, but cannot modify any LifeSize Gatekeeper
configuration settings.

Note If you try to log in as an Administrator in the Login screen and another
Administrator is currently logged in, the LifeSize Gatekeeper logs you in as a
Read only user and the words Read Only appear above the toolbar. Read only
users cannot modify any of the LifeSize Gatekeeper settings.

CONFIGURATION The LifeSize Gatekeeper Administrator configuration interface consists of a

INTERFACE sidebar, a horizontal toolbar and configuration tabs in the main frame of the
screen.
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SIDEBAR
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Figure 3-3 Gatekeeper Configuration Administrator Interface

The sidebar enables you to navigate between the different configuration
interfaces. The following navigation buttons are available:

s Global

Displays user information and host server application information. For
more information about the Global interface, see Global Configuration
Tabs on page 35.

m  Gatekeeper
Displays the LifeSize Gatekeeper configuration interface.
= Logout

Enables you to log out of the current LifeSize Gatekeeper configuration
session.

Note You may be logged out automatically if the LifeSize Gatekeeper
Administrator is inactive for approximately five minutes.
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Configuration Interface

TOOLBAR

Help

Displays the Help contents page for the element in the sidebar that you
have selected. Clicking Help on any individual tab accesses the Help

Contents for that tab alone.

You can also access the LifeSize Gatekeeper online help via a shortcut in
the Start menu of your computer. The path is:

Start > Programs > LifeSize > LifeSize Gatekeeper > LifeSize

Gatekeeper Help

The LifeSize Gatekeeper Administrator toolbar consists of the following buttons,

displayed according to the version of the LifeSize Gatekeeper and the element
you select (Global or Gatekeeper):

Table 3-1

Global and LifeSize Gatekeeper Toolbar Commands

Button

Description

Global Gatekeeper

Upload

Sends the defined configuration parameters
from the LifeSize Gatekeeper Administrator
interface to the LifeSize Gatekeeper. The
Upload button is enabled only after you
configure any of the fields in the tab
currently displayed.

Import

Loads a saved LifeSize Gatekeeper
configuration file from a directory on your
PC or from the IP network to the LifeSize
Gatekeeper Administrator interface. Click
Upload to apply the settings to the LifeSize
Gatekeeper.

Export

Saves the LifeSize Gatekeeper configuration
information to a file on the computer. You
set the file name during the save process.

Refresh

Retrieves current configuration parameters
from the LifeSize Gatekeeper and displays
them in the LifeSize Gatekeeper
Administrator interface.
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GATEKEEPER
IDENTIFIER
INDICATION

GLOBAL
CONFIGURATION
TABS

USERS TAB

WHAT You CAN SEE

Global Configuration Tabs

A Gatekeeper identifier indication appears on the right side of the toolbar. The
Gatekeeper identifier is the same as the name that you enter in the
Gatekeeper ID field in the Basics section of the Settings tab. The Gatekeeper
identifier used in the screens throughout this manual is LSGK.

The Global configuration is grouped into the following tabs:
m  Users Tab
m  Applications Tab

The Global Users tab enables you to create and modify the user names, access
level groups and passwords of the users authorized to use the LifeSize
Gatekeeper.

Uzers

M arme Arccesz Level

adrmin Administrator
Anna Read anly
M ark. Read anly
Andy Adrniniztrator

Add. Chanae passwond. I [elete |

Figure 3-4 Global Users Tab

The following information is displayed in the Users tab:

Table 3-2 Users Tab Configuration

Field Description

Name Displays the user name of the specified user.
Access Level Displays the access level for the specified user.
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Global Configuration Tabs

WHAT You CAN
CONFIGURE

ADDING OR
MODIFYING A USER
PROFILE

The following options are available in the Users tab:

Add

Displays the Add User dialog box for defining new user profiles.

Change password

Displays the Change Password dialog box for modifying a user password.

Delete

Deletes the specified user entry.

Select a user from the Users tab and click the Add button to open the Add User
dialog box for adding new users to the LifeSize Gatekeeper database, or click the

Change password button to open the Change Password dialog box for
changing the password of the specified user.

The following options are available in the Add User and Change Password
dialog boxes:
User name

Enables you to type the name of the user or displays the name of the user.

Access Level

Enables you to select the access level for the user or displays the access level.
The access level defines the specific rights granted to the user.

Password

Type a password for the user. The password is case-sensitive.

Confirm password

Re-enter the password for the user.

Upload

Click the Upload button to add the user information to the LifeSize Gatekeeper
database.
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APPLICATIONS TAB

WHAT You CAN SEE

WHAT You CAN
CONFIGURE

Global Configuration Tabs

The Global Applications tab displays a list of the LifeSize server applications

running on the LifeSize Gatekeeper host computer. You can start or stop a
selected application.

anplcations. |
e e =
e i Stortn
===
Figure 3-5 Global Applications Tab
The following information is displayed in the Applications tab:
Table 3-3 Applications Tab Configuration
Field Description
Name Displays the name of the application.
\ersion Displays the application software version number.
License Displays the licensing information for the application.
Expiration Date Displays expiration date information for the application.
Status Displays the operational status of the application.

The following options are available in the Applications tab:

Start

Click to start the operation of a specified application.

Stop

Click to stop the operation of a specified application.

Working with the LifeSize Gatekeeper
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LifeSize Gatekeeper Configuration Tabs

LIFESIZE The LifeSize Gatekeeper configuration information is grouped into the following
GATEKEEPER tabs:
CONFIGURATION m  Status
TABS Enables you to view the total number of current calls and current
registrations, and the total bandwidth currently in use.
m  Settings

Enables you to define the mode of operation of the LifeSize Gatekeeper.
m  Registration Restrictions

Enables you to define rules for specifying the length of the E.164 alias,
the alias prefix and the range of IP addresses with which the LifeSize
Gatekeeper allows an endpoint to register.

m  Endpoints

Enables you to view a list of all currently registered endpoints and their
basic parameters and to add, modify and delete predefined endpoint
properties. Enables you to configure and view group settings, and to add
endpoints to groups or delete endpoints from groups. You can also
unregister selected or all endpoints.

m  Services

Enables you to view, add and modify the services provided by the
LifeSize Gatekeeper.

= BW Policy

Enables you to define subzones and subzone rules, and to determine
bandwidth policy between zones and subzones.

= Call Control

Enables you to monitor current calls, view call details and disconnect
calls.

s Forward & Fallback

Enables you to view and configure Call Forwarding and Call Fallback
rules.

= Neighbors

Enables you to view, configure and modify Neighbor Gatekeepers and
their IP addresses.

m  Hierarchy

Enables you to view, configure and modify a hierarchy of gatekeepers.
Replaces the Neighbors tab when the Dial Plan field in the Basics
section of the Settings tab is set to Version 2.
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LifeSize Gatekeeper Configuration Tabs

m Event Log
Enables you to monitor LifeSize Gatekeeper alarm events.
m  Security Passwords

Enables you to view, configure and modify user names and passwords
for endpoints that are registered with the LifeSize Gatekeeper. Appears
only when you enable H.235 security in the Security section of the
Settings tab.

= \ersion

Enables you to view the version numbers of the various system
components.

Note Global and Gatekeeper settings must be uploaded separately since settings
you have entered are not saved when you move from the Global interface to the
Gatekeeper interface, and from the Gatekeeper interface to the Global interface.
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LifeSize Gatekeeper Configuration Tabs
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STATUS TAB

ABOUT THE The Status tab displays the total number of current calls and registrations, and
STATUS TAB the total bandwidth used. The network administrator uses this tab to monitor the
current call, registration and bandwidth usage at any point in time.

Status

Current statuz
Ongaing calls:

Registered endpoints:

B andwidth [Kbpz]

Uzed inter-zone bandwidth:

10000

Help

Figure 4-1 Status Tab
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About the Status Tab

WHAT YOou SEE

The following information is displayed in the Status tab:
CURRENT STATUS

Ongoing calls

Displays the number of calls currently in the LifeSize Gatekeeper.

Registered endpoints
Displays the number of endpoints currently registered in the LifeSize
Gatekeeper.

BANDWIDTH (KBPS)

Used inter-zone bandwidth

Displays the total bandwidth currently in use for calls from the zone to an out-of-
zone destination, and for calls entering the zone from an out-of-zone source.
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ABOUT THE
SETTINGS TAB

SETTINGS TAB

The Settings tab enables you to configure the LifeSize Gatekeeper to suit your
environment and requirements. You define the mode of operation of the LifeSize
Gatekeeper by specifying registration and address resolution policies, routing
options, bandwidth usage and other capacity characteristics, H.450
Supplementary Services parameters, logging options, LifeSize Gatekeeper
identifier name and other parameters. Even before you specify your own
preferences, the LifeSize Gatekeeper can begin to accept registrations and calls
using its default settings.

Note If you wish to modify the settings, it is advisable to do so immediately after
starting the LifeSize Gatekeeper. When you are in an active LifeSize Gatekeeper
session, it is not advisable to change the Dynamic IP policy or the LifeSize
Gatekeeper identifier. If you need to change either of these values, you must stop
the LifeSize Gatekeeper, restart it and immediately make the changes before
accepting registrations or calls.

You specify these parameters in the following sections of the Settings tab, which
are described in detail below.

m  Basics

m Calls

m  Capacity
m Dial Plan

m  Supplementary Services
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Basics

m  Logs
m  Billing
m  Alert Indications
m LDAP
m  External API
m DNS
m  Central Database
m  Radius
m  Security
m  Alternate Gatekeeper
m  Advanced
BAsICs The Basics section of the Settings tab enables you to define LifeSize Gatekeeper

registration policy.

LSGHK
17227 30587 b

S UNTEEHHITEER! =

Figure 5-1 Settings Tab: Basics
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WHAT You CAN
CONFIGURE

Basics

The following options are available for configuring basic LifeSize Gatekeeper
policies:

Gatekeeper ID

Enter the LifeSize Gatekeeper identifier name. You can use any combination of
characters and/or digits up to a maximum of 64. If you are using LDAP:

m  The LifeSize Gatekeeper identifier must be unique for each LifeSize
Gatekeeper.

m  The LifeSize Gatekeeper identifier must be the same as the name you
enter in the Full name field in the LDAP Online Information Tree.

For more information, see Modifying the LDAP Tree on page 254.

Dial Plan version

Select the version of the Dial Plan you want to use. The default setting is Version
2. Version 2 enables the Dial Plan section of the Settings tab, opens the
Services and Global Services sections in the Services tab and replaces the
Neighbors tab with the Hierarchy tab. For more information about the Dial
Plan, see Dial Plan on page 55 and the LifeSize Gatekeeper Dial Plan version 2
appendix.

Note Selecting Dial Plan version 1 disables the Dial Plan section of the Settings
tab and prevents you accessing the hierarchy information configured in the Dial
Plan section. You can access this information by selecting Version 2 in the Dial
Plan version field.

Bind to specific IP

Check to enable the LifeSize Gatekeeper to bind to a specific NIC card on the
host computer, where the host contains more than one NIC card. Specify the IP
address of the required NIC card in the adjacent field.

Note When working with two NIC cards in your server, do not disable the IP
address belonging to the NIC used for generating the license key.
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Basics

DHCP environment in the zone

Select this option to instruct the LifeSize Gatekeeper to refer to the network as a
Dynamic Host Configuration Protocol (DHCP) environment. In this
environment, IP Policy is dynamic.

The LifeSize Gatekeeper uses some of the predefined information as
management keys to identify endpoints. These keys are the alias name or phone
numbers in a DHCP environment. A terminal does not have a constant IP in a
DHCP environment. DHCP operation mode supports user mobility between
workstations.

In a non-DHCP environment, the management key is the IP address. The main
keys for registering an endpoint are the registration IP, terminal alias and
endpoint type.

You can configure the LifeSize Gatekeeper to complete partial information.
When an endpoint registers with the LifeSize Gatekeeper using partial
information, such as the registration IP address and terminal alias without a
phone number, the LifeSize Gatekeeper supplies the missing information to the
endpoint.

Who can register

Available only if the LifeSize Gatekeeper is licensed to receive registrations.
Select the LifeSize Gatekeeper registration policy from the following options in
the drop-down list:

m  Everyone sets an open zone policy that allows the LifeSize Gatekeeper
to accept any legal registrations from any endpoint. This is useful for
enabling the LifeSize Gatekeeper to operate in a “plug-and-play” mode.

m  Only predefined endpoints sets a strict zone policy where the LifeSize
Gatekeeper only accepts registration from predefined endpoints. This
provides tighter control over the usage of network resources and
services.

= No endpoints sets a closed zone policy that prevents the LifeSize

Gatekeeper from accepting any registration. This is useful for the orderly
shutdown of the LifeSize Gatekeeper.

Note You can also configure endpoints and carry out the authentication process
in the LDAP server. For more information, see the Configuring the LDAP Server
chapter.
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Basics

Number of aliases to authenticate in DHCP environment

Type the maximum number of alias matches that must be successfully made for
an endpoint to be able to register to the LifeSize Gatekeeper in DHCP operation
mode. For example, if you set this field to 4 and an endpoint is predefined with 3
aliases, the endpoint must match at least 3 aliases. The default setting and the
minimum allowed setting is 1.

The LifeSize Gatekeeper attempts to match an endpoint alias with the list of
predefined endpoint aliases in the LifeSize Gatekeeper database. For more
information about DHCP, see DHCP environment in the zone on page 46. For
more information about configuring this option, see the Predefined Endpoint
Authentication by Alias appendix.

Note The Number of aliases to authenticate in DHCP environment option is
enabled only when the DHCP environment in the zone option is checked, and
when Only predefined endpoints is selected in the Who can register field.

Number of aliases to authenticate in non-DHCP environment

Type the maximum number of alias matches that must be successfully made for
an endpoint to be able to register to the LifeSize Gatekeeper in non-DHCP
operation mode. For example, if you set this field to 4 and an endpoint is
predefined with 3 aliases, the endpoint must match at least 3 aliases. The default
setting and the minimum allowed setting is 0.

Note When this field is set to 0, endpoint authentication is performed according
to IP address only.

The LifeSize Gatekeeper attempts to match an endpoint alias with the list of
predefined endpoint aliases in the LifeSize Gatekeeper database. For more
information about DHCP, see DHCP environment in the zone on page 46. For
more information about configuring this option, see the Predefined Endpoint
Authentication by Alias appendix.

Note The Number of aliases to authenticate in non-DHCP environment
option is enabled only when the DHCP environment in the zone option is
unchecked, and when Only predefined endpoints is selected in the Who can
register field.
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Calls

CALLS

Use multicast to resolve unrecognized aliases

When checked, instructs the LifeSize Gatekeeper to resolve unrecognized aliases
by using multicast to send a Location Request message (LRQ) to other
gatekeepers. This may be in addition to using unicast. This option is disabled
when Version 2 is selected in the Dial Plan version field. For more information
about the LRQ policy of the LifeSize Gatekeeper, see Resolution of Aliases on
page 9.

Note Selecting the Use multicast to resolve unrecognized aliases option may
result in heavy traffic on the IP network due to multicast messages.

The Calls section of the Settings tab enables you to define various call options
including call routing modes with or without the H.245 Proxy.

Settings |
Basics |
calls Calls
Capacity Raouting mode; Call Setup (G.931) and Call Cortral (H245)
Dial Plan v Send H.245 address in Setup message
Supplementary Services ¥ Aocet cals
Logs
I Check that call is active every
Eilling
v 1 jiste call proceeding
Alert Indications
i i 4 v
LDAP Allowy calls disled with an P address: | Always
External AF] I Route IP calls to: |
L] For Third Party Calls use I &= source address and Caling Party Mumber
Help
Racliuz
Security |
Alternate Gatekeeper ™ [
< » 00000
Figure 5-2 Settings Tab: Calls
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ABOUT THE H.245
PROXY

WHAT You CAN
CONFIGURE

Calls

The H.245 Proxy enables routing of H.245 channels in a point-to-point H.323
call. When the H.245 Proxy is enabled (i.e. when you select the Call Setup
(Q.931) and Call Control (H.245) option in the Routing mode field), the
LifeSize Gatekeeper acts as a middleman between two endpoints for handling the
H.245 channels. The Proxy allows the LifeSize Gatekeeper to:

m  Control and monitor basic H.245 procedures.
m  Control and monitor logical channel setup.
m  Support Call Transfer as defined by Recommendation H.450.2.

The following options are available for configuring the Calls section:

Routing mode

Select Direct to route calls directly without LifeSize Gatekeeper intervention,
Call Setup (Q.931) to route the Call Setup channel through the LifeSize
Gatekeeper, or Call Setup (Q.931) and Call Control (H.245) to enable the
H.245 Proxy to route the Call Setup channel and the Control channel through the
LifeSize Gatekeeper. When you modify the routing mode you should manually
update the routing mode setting on the LDAP server.

Note Direct call mode forms a connection directly between the Setup and
Control channels of two endpoints. In this mode the LifeSize Gatekeeper does not
provide call control functions for regular calls. Regular calls are calls which are
not made to services (such as a gateway or LifeSize Multipoint). Direct call mode
uses fewer LifeSize Gatekeeper resources.

Warning You must disconnect all calls before modifying the routing mode.

The following features work only in the Call Setup (Q.931) and Call Control
(H.245) routing mode. For more information, see the LifeSize Gatekeeper
Overview chapter.

m  Third Party Call Control—For more information, see Third Party Call
Control on page 14 and the Call Control Tab chapter.
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Calls

50

Send H.245 address in Setup message

Select this option to include the H.245 address allocated by the H.245 Proxy in
the outgoing Setup message. Selecting this option enables H.245 channels to
connect before the call is actually connected. The Send H.245 address in Setup
message field is enabled only when the Call Setup (Q.931) and Call Control
(H.245) option is selected in the Routing mode field.

Accept calls

Select this option to enable the LifeSize Gatekeeper to accept calls. Clear the
checkbox to prevent the LifeSize Gatekeeper accepting calls. This option is
useful for orderly LifeSize Gatekeeper shutdown.

Check that call is active every n seconds

Check to enable the LifeSize Gatekeeper to identify calls which are no longer
ongoing. The LifeSize Gatekeeper uses the H.323 polling mechanism which
works with Information Request/Information Request Response (IRQ/IRR)
messages. Enter an IRQ interval value in seconds to control the frequency with
which the LifeSize Gatekeeper sends an IRQ message to check whether or not an
endpoint is participating in a current LifeSize Gatekeeper session.

Warning Endpoints which do not support IRQ/IRR messages will not respond to
H.323 polling. In such cases, the LifeSize Gatekeeper will disconnect calls.

Note The Check that call is active every n seconds option is enabled only
when the Routing mode field is set to Direct.

The LifeSize Gatekeeper checks the activity of all endpoints listed as On Call in
the Endpoints section of the Endpoints tab. For more information, see
Endpoints on page 121. For more information about IRQ messages, see
Advanced on page 103.

Immediate call proceeding

Select this option to enable the immediate sending of a Call Proceeding message
by the LifeSize Gatekeeper during Call Setup for calls that are routed via the
LifeSize Gatekeeper. Otherwise, the LifeSize Gatekeeper sends the Call
Proceeding message only after the Call Proceeding message arrives from the
destination endpoint.
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CONFIGURING A
FIXED CALLING
PARTY NUMBER
ALIAS

Calls

Allow calls dialed with an IP address

Select an option from the drop-down list to instruct the LifeSize Gatekeeper
when to block incoming calls dialed using an IP address only, with no alias.

Route IP calls to

Enter the IP address of a LifeSize PathFinder Server for firewall traversal. The
LifeSize Gatekeeper forwards the call to the PathFinder Server with the original
dialed IP as part of the destination list.

Disabled when Allow calls dialed with an IP address is set to Never.

For Third Party Calls use ... as source address and Calling Party Number

Enter the Fixed Calling Party Number alias for calls initiated by the LifeSize
Gatekeeper. The alias will appear as the LifeSize Gatekeeper Fixed Calling Party
Number in the CDR.

For more information about the Fixed Calling Party Number feature, see Fixed
Calling Party Number on page 13, Configuring a Fixed Calling Party Number
Alias on page 51 and Adding or Modifying a Predefined Endpoint on page 124.

Prerequisites

m  The LifeSize Gatekeeper must be configured to operate in the Call Setup
(Q.931) or Call Setup (Q.931) and Call Control (H.245) routing
modes.

For more information on routing modes, see Routing mode on page 49.

m  For calls to a gateway, the endpoint alias must be the CPN.
To enable the Fixed Calling Party Number feature

Check the Enable using a fixed Calling Party Number field in the
Advanced section of the Settings tab.

The Use as Calling Party Number indicator appears in the Predefined
Endpoint Properties dialog box in the Endpoints section of the
Endpoints tab (see Adding or Modifying a Predefined Endpoint on
page 124).

Note The CallingPartyNumber and SourceAddress field values in the outgoing
Setup message will be different. The H.323 standard requires them to be identical.
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CAPACITY

52

To create a new Fixed Calling Party Number alias

Click Add in the Predefined Endpoint Properties dialog box in the
Endpoints section of the Endpoints tab.

Enter the alias name and select Phone number or Party number from
the drop-down list in the Type field.

The Add Alias dialog box displays.
Check the Always use as Calling Party Number option and click OK.
Click Upload in the Predefined Endpoint Properties dialog box.

The selected alias appears in the Aliases section of the Predefined
Endpoint Properties dialog box marked with an asterisk in brackets—
[*]. The selected alias also appears in the CallingPartyNumber field of
the outgoing Setup message.

Note The Always use as Calling Party Number field is enabled only when you
select Phone number or Party number from the drop-down list in the Type field.

&
1
2
3
4
&

1

To change an existing alias into a Fixed Calling Party Number alias

Select the required alias from the Aliases section of the Predefined
Endpoint Properties dialog box and click Edit.

The Edit Alias dialog box displays.

Follow steps 2-4 of the To create a new Fixed Calling Party Number
alias section.

The Capacity section of the Settings tab enables you to define the bandwidth

usage and other capacity characteristics of the LifeSize Gatekeeper.
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WHAT You CAN
CONFIGURE

Capacity
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Figure 5-3 Settings Tab: Capacity

The following options are available for configuring the Capacity section:

GENERAL

Max number of calls

Enter the maximum number of calls allowed in the LifeSize Gatekeeper zone
simultaneously. Use this parameter to regulate traffic by allowing more or less
voice or videoconferencing on the network. The maximum number of calls
allowed is shown on your license. The value shown on your license is the default
setting.

License limit

Displays the maximum number of calls that your license allows.

Max number of registrations

Enter the maximum number of registrations allowed in the LifeSize Gatekeeper.
The maximum number of registrations allowed is shown on your license. The
value shown on your license is the default setting.
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License limit

Displays the maximum number of registrations that your license allows.

Note You may reduce the maximum number of calls or the maximum number of
registrations while the LifeSize Gatekeeper is running. However, if currently there
are more active calls than the new maximum, they will remain connected/
registered until their completion.

BANDWIDTH (KBPS)

Check bandwidth rules

Check to enable the LifeSize Gatekeeper to compute and display used bandwidth
in the Inter-subzone Bandwidth Rules and Inter-zone Bandwidth Rules
dialog boxes in the Bandwidth Policy section of the Bandwidth Policy tab.

Reject call when bandwidth is insufficient

When checked, the LifeSize Gatekeeper rejects incoming calls when there is not
enough bandwidth available for a specific call. When unchecked, the LifeSize
Gatekeeper attempts to connect all calls regardless of bandwidth requirements,
and sends a BW capacity error trap message. Available only when the Check
bandwidth rules option is checked.

When bandwidth reaches limit

m  Ignore—Select to instruct the LifeSize Gatekeeper to check all inter-
zone and inter-subzone bandwidth rules and to calculate current
bandwidth usage, but to ignore all bandwidth limitations.

m  Reduce—Select to instruct the LifeSize Gatekeeper to reduce the
bandwidth rate of a call to the allowed bandwidth rate when the requested
bandwidth rate exceeds the allowed rate, and the allowed rate is equal to
or greater than the rate configured in the Minimum allowed n Kbps
field.

Note The LifeSize Gatekeeper rejects a call when the allowed bandwidth for
a call is less than the rate configured in the Minimum allowed n Kbps field.
In all other cases, the LifeSize Gatekeeper reduces the bandwidth to the
allowed rate.
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= Minimum allowed n Kbps—Indicates the reduced lower bandwidth
rate of a call. When the Reduce option is selected and there is not enough
available bandwidth for a call, the LifeSize Gatekeeper reduces the
bandwidth rate of that call to the allowed rate provided that the allowed
rate is equal to or greater than the rate configured in the Minimum
allowed n Kbps field. The default value is 0.

m  Reject—When checked, the LifeSize Gatekeeper rejects an incoming
call when there is not enough bandwidth available for that call. When
unchecked, the LifeSize Gatekeeper behaves according to which of the
Ignore or Reduce options is selected.

DIAL PLAN The Dial Plan section of the Settings tab enables you to configure the LifeSize
Gatekeeper Dial Plan policy. You select with which version of the LifeSize
Gatekeeper Dial Plan you want the LifeSize Gatekeeper to work in the Basics
section of the Settings tab. Version 1 of the Dial Plan disables the Dial Plan
section. For more Dial Plan information, see the LifeSize Gatekeeper Dial Plan
version 2 appendix.

Note When the Use Central Database option is checked in the Central
Database section of the Settings tab and Version 2 is selected in the Dial Plan
version field in the Basics section of the Settings tab, information displayed in
the Dial Plan section is read-only.
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WHAT You CAN

CONFIGURE
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Figure 5-4 Settings Tab: Dial Plan

The following options are available for configuring the Dial Plan:

Note These options are available only in version 2 of the Dial Plan.

Strip local zone prefix(es)
When checked, enables the LifeSize Gatekeeper to strip its own zone prefixes in
non-gateway calls (internal IP network calls).

For example, check this option if you want an endpoint to register without a zone
prefix.

Strip local zone prefix(es) for gateway calls
When checked, enables the LifeSize Gatekeeper to strip its own zone prefixes in
gateway calls (IP-to-1ISDN network calls).

This option is for cases in which a call is dialed to a gateway and you want the
LifeSize Gatekeeper to remove the local zone prefix from the number.
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Supplementary Services

For example, you have a service 90, an ISDN number 03-7679408 (local zone
prefix is 03), and someone on your network dials 90 03 7679408. When the Strip
local zone prefix(es) for gateway calls option is checked, the gateway receives
the number 90 7679408. If the option is unchecked, the gateway receives 90 03
7679408.

Note The Strip local zone prefix(es) and Strip local zone prefix(es) for
gateway calls options are independent of each other.

Replace stripped prefix with

Enables you to replace a stripped zone prefix in gateway calls and/or non-
gateway calls according to the selected stripping option(s). Enter the string with
which you want the LifeSize Gatekeeper to replace zone prefixes. To replace a
zone prefix with an empty string, check the appropriate stripping option(s) and
leave the Replace stripped prefix with field empty.

LRQ hop count

Enter a whole number from 1 to 98 to set the maximum number of gatekeepers
that an LRQ message can pass. The LRQ hop count prevents deadlocking when
an LRQ loop occurs involving LifeSize Gatekeeper applications and non-
LifeSize gatekeepers. At each gatekeeper in the loop, the LRQ hop count is
reduced by 1 when that gatekeeper receives an LRQ. When a gatekeeper receives
an LRQ and the LRQ hop count is 1, that gatekeeper reduces the LRQ hop count
to 0 and sends an LRJ message. The default setting is 9.

The Supplementary Services section of the Settings tab enables you to specify
H.450.2 and H.450.3 Supplementary Services. For more information, see H.450
Forwarding and Transfer on page 5.

Note Forwarding works with H.323 version 4-compliant endpoints only.
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Figure 5-5 Settings Tab: Supplementary Services

WHAT You CAN The following options are available for configuring H.450 Supplementary
CONFIGURE Services:

Transfer (H.450.2)

Select this option to enable endpoint A to transform an existing call (from
endpoint A to endpoint B) into a new call between endpoint B and an endpoint C,
selected by endpoint A.

Note The Transfer option is always enabled; you cannot disable this checkbox.
Endpoints must also support the H.450.2 Transfer Supplementary Service.

Forward on busy (H.450.3)

Select this option to enable an endpoint to have all its calls redirected to another
endpoint when it is busy. The activating endpoint informs the LifeSize
Gatekeeper to forward calls only when the activating endpoint is busy.
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Unconditional forward (H.450.3)

Select this option to enable an endpoint to have all its calls redirected to another
endpoint. The activating endpoint informs the LifeSize Gatekeeper to forward all
calls without applying any conditions regarding the state of the diverted-from
endpoint.

Forward on no response after n seconds (H.450.3)

Select this option to enable an endpoint to have its calls redirected to another
endpoint when there is no response. Enter the time interval in seconds after
which the calls are redirected if there is no response. The activating endpoint
informs the LifeSize Gatekeeper to forward calls when there is no response from
the forwarded-from endpoint within this time interval.

Note The H.450 Supplementary Service settings that you configure here also
appear in the Forwarding section of the Forward & Fallback tab. For
information on viewing Call Forwarding information, see the Forward & Fallback
Tab chapter.
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LoGs The Logs section of the Settings tab enables you to define logging options for
the LifeSize Gatekeeper and the H.245 Proxy.

Settings |
Biasics A
Calls Logs
Capacity Iv Enahle log
DIV Log file size (KB | 500 Totel log space (KB | 734003
Supplementary Services Bt ek Medium v
Logs
Billing [ Enakle online log
Alert Indications
D [v Enable H.245 Prosy log
Exterrial AP Lag file size (KB} | 500 Tatal log space [KB) | 314572
DS Wiew log files  Help
Radiuz
Security |
Alternate Gatekeeper W E
< N
Figure 5-6 Settings Tab: Logs
ABOUT THE LOG The LifeSize Gatekeeper saves the log data to a default file named GK.log

located under the Program Files directory at:
Program Files\LifeSize\LifeSize Gatekeeper\Log\GK

When this file fills up, the LifeSize Gatekeeper automatically generates a new
file called GKO followed by the date and the time (for example, GKO_24/12/
00_09:52). When this file is full, the LifeSize Gatekeeper generates file GK1
(followed by the date and time of this file generation), and so on. You can view
these files in two ways:

m  Byclicking on the Log default directory icon which is located among the
LifeSize Gatekeeper configuration files.

m By clicking on the View log files option at the bottom of the screen to
open an FTP connection to the log files.
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Logs

The log file numbering system is cyclical, starting from zero up to 10845. This
limit is calculated by dividing 1GB by the size configured in the Log file size
(KB) parameter. The default setting for the Log file size (KB) parameter is
100KB, giving a cyclic limit of 10845 (1,073,741,824 bytes divided by 1024 x
100).

When a log file reaches its size limit, the LifeSize Gatekeeper generates further
log files of the size configured in the Log file size (KB) field. When the LifeSize
Gatekeeper reaches the limit configured in the Total log space (KB) field, the
log file writing mechanism returns to the first log file generated and begins to
overwrite that file row by row.

Each time LifeSize Gatekeeper logging is enabled, the LifeSize Gatekeeper
searches for the last file of the current log, according to the sequentially
numbered file name. If this file has available space, the LifeSize Gatekeeper
reopens the file for writing and records the reopening date and time at which the
logging restarts. If this file is full, the LifeSize Gatekeeper generates a new log
file and names this file with the next number in the sequence.

Note When restarting the computer, the LifeSize Gatekeeper clears the Log
directory and starts the log numbering at 0. To save a log file, rename it prior to
activating the LifeSize Gatekeeper.

The LifeSize Gatekeeper log files have the following format:
GKxx_dd-mm-yyyy-hh-mm-ss.log

where:

“xx” is the cyclical file number starting from 0.

“dd” is the day of the date when the file was closed.
“mm” is the month of the date when the file was closed.
“yyyy” is the year of the date when the file was closed.
“hh” is the hour of the time when the file was closed.
“mm” is the minutes of the time when the file was closed.
*“ss” is the seconds of the time when the file was closed.
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The H.245 Proxy has the same logging system as the LifeSize Gatekeeper, with
the following format:

MCxx_dd-mm-yyyy-hh-mm-ss.log

The numbering of the H.245 Proxy log files is independent of the LifeSize

Gatekeeper log numbering. For more information about the H.245 Proxy, see
About the H.245 Proxy on page 49.

Note H.245 Proxy logging is functional only when you enable the H.245 Proxy
by setting the Routing mode option to Call Setup (Q.931) and Call Control
(H.245) in the Calls section of the Settings tab.

WHAT You CAN The following options are available for configuring the log:
CONFIGURE
Enable log

Select this option to enable LifeSize Gatekeeper logging.

Log file size (KB)

Enter the maximum LifeSize Gatekeeper size limit for a single log file.

Total log space (KB)

Displays the maximum permissible size of all the LifeSize Gatekeeper log files
combined.

Debug level

Select the required debug level—Minimal, Medium, High or Maximal. The
debug details include reports of registrations and call transactions. The default
setting is Medium.

Enable online log

When checked, opens an online window that displays all LifeSize Gatekeeper
logging information. The window is located on the same computer as the
LifeSize Gatekeeper and contains 1000 lines. Unchecked by default.

Enable H.245 P)roxy log
Select this option to enable H.245 Proxy logging.
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Billing

Log file size (KB)

Displays the maximum size for a single H.245 Proxy log file.

Total log space (KB)

Displays the maximum permissible size of all the H.245 Proxy log files
combined.

View log files

Opens an FTP connection for viewing the LifeSize Gatekeeper log files.

The Billing section of the Settings tab enables you to define Call Detail Record
(CDR) output for the LifeSize Gatekeeper. CDR output is created and sent on
every call termination.

The LifeSize Gatekeeper either saves CDR data in a text file with a .txt
extension, or sends CDR data to a specific billing server at an IP address, or both.
The text file is saved in a default directory named CDR. The CDR directory is
located in the LifeSize Gatekeeper directory. The file name is given a cdr prefix
with the index number of the file you save, such as cdrl.txt and cdr2.txt. You can
change the file name prefix and the file name extension of the text file. For more
information on CDR, see the LifeSize Gatekeeper CDR Structure appendix.

Settings |
Basics 5
| Billing
Calls
Capacity v Enable biling
Dial Plan Iv witite to file
Supplemettary Services File name prefix cdr File name extension: tt
Logs CDR max file size (KE). | 100 Total COR space (KB): | 1048576
Billiry
¥ Send to network
Alert Incications
LOAR IP Acdress: 0ooon Part: [u]
Exdernal &P Wiewe COR fles Help
DS
Radiuzs
Security |
Alternate Gatekeeper w [
< ) ...................................................................................................................
Figure 5-7 Settings Tab: Billing
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WHAT You CAN
CONFIGURE

The following options are available for configuring the billing information:

Enable billing

Select this option to enable the recording of billing data.

Note To enable CDR billing the LifeSize Gatekeeper must be configured to
operate in the Call Setup (Q.931) or Call Setup (Q.931) and Call Control
(H.245) routing modes. For more information about routing modes, see Calls on
page 48.

Write to file

Select this option to enable billing data logging in a file.

File name prefix

Enter the prefix of the billing log file.

File name extension

Enter the extension of the billing log file.

CDR max file size (KB)

Displays the maximum size for a single CDR log file. When a new CDR is
generated, the LifeSize Gatekeeper checks whether the new CDR will cause the
log file to exceed the size configured in the CDR max file size (KB) field. If so,
the LifeSize Gatekeeper opens a new log file and the maximum log file size is
not exceeded.

Total CDR space (KB)

Displays the maximum permissible size for all the CDR log files combined.

Send to network

Select this option to enable data transmission to a billing server. Transmission is
via the TPKT protocol over TCP/IP. In cases where the billing server stops
working, the buffer contained within the TPKT protocol saves information
transmitted from the CDR. On reconnection, this information safely reaches the
billing server. On reconnection, the billing server itself is immediately available
to receive CDR transmissions without the need for reconfiguration.
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WHAT You CAN
CONFIGURE

Alert Indications

IP Address

Enter the IP address of the billing server.

Port

Enter the port number of the billing server.

View CDR files

Opens an FTP connection for viewing the LifeSize Gatekeeper CDR files.
The Alert Indications section of the Settings tab enables you to select which

events cause the LifeSize Gatekeeper to send SNMP traps. You can define the
SNMP servers to which the LifeSize Gatekeeper sends SNMP traps.

Settings |
Basics o S|
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aran Evert Type Evertlog | Severity bad
Supplementary Services Aternate GH redundancy errar [ Enabled arning v
Logs Aithor. server connection failure [ Enabled ‘Warning i3
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alert Indications CDR =erver connection failure [~ Enabled ‘Warning i3
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Figure 5-8 Settings Tab: Alert Indications
The following options are available for configuring alert indications:

EVENTS

Enable the events you want to monitor in the Event Log tab and designate a
severity level for each event from the drop-down list.
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Select All

Click to select all events simultaneously.

Clear All

Click to deselect all events currently selected.

Properties

You can configure capacity thresholds for certain event types, and the interval at
which the LifeSize Gatekeeper checks communication with all Child
Gatekeepers. Table 5-1 lists the configurable event types. For all other event
types, this option is unavailable.

Table 5-1 Event Type Properties Configuration
Event Type Configurable Property
BW capacity error

High and low capacity thresholds
Call capacity error

Registration capacity error

GK child is not alive The interval at which the LifeSize Gatekeeper checks
communication with all Child Gatekeepers
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Alert Indications

To configure capacity thresholds

1  Select BW capacity error, Call capacity error or Registration
capacity error in the Event Type list, and click the Properties button.

The Event Properties dialog box displays.

Event Properties

Ewent tupe:
Send capacity trap:
High threshold:

Laws threshald:

Uplaad Cancel Help

Warning: Applet Window

X
B capacity error

0 %
a0 %

Figure 5-9

Event Properties

Ewent type:
Send capacity trap:
High threshold:

Loy threshold:

Upload Cancel Help

Warning: Applet Window

Event Properties Dialog Box—BW Capacity
Error

3
Call capacity emror

90 %
a0 %

Figure 5-10

Event Properties Dialog Box—Call Capacity
Error
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Event Properties Fz|

Ewent tupe: Registration capacity eror

Send capacity trap:

High threshold: =11 4
Laws threshald: a0 %

Uplaad Cancel Help

Warning: Applet Window

Figure 5-11  Event Properties Dialog Box—Registration
Capacity Error

2 Set the required high and low capacity thresholds, and click Upload.
& To set a Child Gatekeeper accessibility check interval

1 Select GK child is not alive in the Event Type list, and click the
Properties button.

The Event Properties dialog box displays.

Event Properties F§|

Ewent type: |GK child is not alive

Check communication with children every |5 minutes

Upload Cancel Help

Warning: Applet Window

Figure 5-12  Event Properties Dialog Box—GK Child is Not
Alive

2 Set the required interval at which the LifeSize Gatekeeper checks
communication with all Child Gatekeepers, and click Upload.
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ADDING AND
MODIFYING SNMP
TRAPS SERVERS

LDAP

LDAP

SNMP TRAPS SERVERS

Displays the IP address and port number of configured SNMP traps servers.
Click the Add and Edit buttons to display the SNMP Trap Server Properties
dialog box for adding SNMP traps servers and modifying settings. For more
information, see Adding and Modifying SNMP Traps Servers on page 69.

The SNMP Traps Server Properties dialog box enables you to define the IP
address, port and enabled traps for each SNMP traps server.

Type the traps server IP address, port number and use the Add and Remove
buttons to select the traps you wish to monitor on the SNMP traps server.

The default port for SNMP traps servers is 162.

2 SNMP. Trap Server Properties

SNMP Trap server address: | | Port: |152 |
Enabled traps: Disabled traps:
Afternate GK redundancy error A
Author. server connection failure
B capacity errar
CDR server connection failure
Call capacity error
rall fallhark s

? Remove All -=

Uplozd Cancel Help

|Ja\-'a Applet \Window

Figure 5-13 SNMP Traps Servers Properties Dialog Box

The LDAP section of the Settings tab enables the LifeSize Gatekeeper to access
LDAP directory services, including authentication, authorization, endpoint
location, updating of endpoint information and retrieving Neighbor Gatekeeper
lists.

Note The available configuration options vary depending on which option you
select in the Schema type field. For more information, see Options available when
the Gatekeeper schema is selected on page 74 and Options available when the
H.350 schema is selected on page 77.
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Figure 5-14 Settings Tab: LDAP—Gatekeeper Schema
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Figure 5-15 Settings Tab: LDAP—H.350 Schema

The Lightweight Directory Access Protocol (LDAP) is a protocol for accessing
online directory services. LDAP is both an information model and a protocol for
querying and manipulating the model. LDAP runs directly over TCP/IP and can
be used to access a standalone LDAP directory service or to access a directory
service that is back-ended by X.500—an overall model for Directory Services on
the Open Systems Interconnection (OSI) model of network communications.

You need to configure LDAP to work with the LifeSize Gatekeeper. For more
information, see the Configuring the LDAP Server chapter.

LDAP does not support a hierarchical LifeSize Gatekeeper structure. When using
Dial Plan version 2 and the Hierarchy tab, you cannot use LDAP to locate
endpoints or to retrieve Neighbor Gatekeepers. However, you can use LDAP for
authenticating endpoints at registration when using Dial Plan version 2.
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LIFESIZE
GATEKEEPER-LDAP
SYNCHRONIZATION

WHAT You CAN
CONFIGURE

The LifeSize Gatekeeper supports full synchronization with the LDAP server in
cases of communication failure. On reconnection, the LifeSize Gatekeeper and
the LDAP server are automatically synchronized.

The LDAP synchronization mechanism uses the LDAP online information
update failure SNMP trap.

The following options are available for configuring LDAP information.

Connect to LDAP server

Select to activate all LDAP configuration fields.

Note When the Connect to LDAP server option is checked, information
retrieved from the Central Database about Neighbor Gatekeepers is read-only. For
more information about Neighbor Gatekeepers, see the Neighbors Tab chapter
and the Hierarchy Tab chapter.

Status

Indicates the status of the LifeSize Gatekeeper connection to the LDAP server.

Note When working with an Alternate Gatekeeper, the connection status of the
Slave LifeSize Gatekeeper is always shown as “Trying to connect” in the Status
field.

Server address

Type the address of the LDAP server.

Port

Type the port number of the connection to the LDAP server, or use the default
value 389.

User

Type the name of the user with permission to access the LDAP server.

Password

Type the password of the user with permission to access the LDAP server.
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Base DN

Type the name of the default tree in the LDAP server. If no prefix is defined, the
LifeSize Gatekeeper automatically adds the prefix o= to the Base DN. For
example, if you type lifesize.com, the LifeSize Gatekeeper modifies the Base DN
string to o=lifesize.com.

Note You must not leave the Base DN field empty.

For more information, see the Configuring the LDAP Server chapter.

Schema type

Select the required schema from the drop-down list.
m  Gatekeeper schema— A proprietary LifeSize schema enabling you to

0 Locate and update endpoints, and to retrieve a list of Neighbor
Gatekeepers from the LDAP server.

o Perform authentication according to endpoint alias
and/or IP address.

m  H.350 schema—The ITU-T H.350 standard schema for endpoints which
support H.235 Annex D security, enabling you to
o Perform authentication according to the H.235 sender identifier and
password.

Authentication of non-H.235 endpoints is performed according to
the H.323 name alias and IP address.

o Perform call authorization.

Note The available configuration options vary depending on which option you
select in the Schema type field.
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OPTIONS AVAILABLE WHEN THE GATEKEEPER SCHEMA IS SELECTED

Authenticate registrations with LDAP server

Select to verify with the LDAP server if endpoints can register with a certain
LifeSize Gatekeeper. For authentication to work, endpoints must be defined in
the LDAP Static Information Tree. For more information, see To add a new entry
to the Static Information Tree on page 254.

Note The LDAP server stores information on which endpoints can register with
which LifeSize Gatekeeper. When an endpoint wishes to register with the LifeSize
Gatekeeper, the LifeSize Gatekeeper checks against the LDAP server to see if the
endpoint has access to it. This operation occurs at the Registration Request stage.

Authenticate by IP in DHCP environment

Check to instruct the LifeSize Gatekeeper to use endpoint IP addresses for
authentication (in addition to aliases) when the LifeSize Gatekeeper operates in a
DHCP environment.

Note The Authenticate by IP in DHCP environment option is enabled only
when the Authenticate registrations with LDAP server option is checked, and
when the DHCP environment in the zone option is checked in the Basics section
of the Settings tab.

Number of aliases to authenticate in DHCP environment

Type the maximum number of alias matches that must be successfully made for
an endpoint to be able to register to the LifeSize Gatekeeper in DHCP operation
mode. For example, if you set this field to 4 and an endpoint is predefined in the
LDAP server with 3 aliases, the endpoint must match at least 3 aliases. The
default setting and the minimum allowed setting is 1.
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The LifeSize Gatekeeper attempts to match an endpoint alias with the entries in

the LDAP database. For more information about DHCP, see DHCP environment
in the zone on page 46. For more information about configuring this option, see

the Predefined Endpoint Authentication by Alias appendix.

Note The Number of aliases to authenticate in DHCP environment option is
enabled only when the Authenticate registrations with LDAP server option is
checked, and when the DHCP environment in the zone option is checked in the
Basics section of the Settings tab.

Number of aliases to authenticate in non-DHCP environment

Type the maximum number of alias matches that must be successfully made for
an endpoint to be able to register to the LifeSize Gatekeeper in non-DHCP
operation mode (in addition to authentication according to IP address). For
example, if you set this field to 4 and an endpoint is predefined in the LDAP
server with 3 aliases, the endpoint must match at least 3 aliases. The default
setting and the minimum allowed setting is 0.

Note When this field is set to 0, endpoint authentication is performed according
to IP address only.

The LifeSize Gatekeeper attempts to match an endpoint alias with the entries in

the LDAP database. For more information about DHCP, see DHCP environment
in the zone on page 46. For more information about configuring this option, see

the Predefined Endpoint Authentication by Alias appendix.

Note The Number of aliases to authenticate in non-DHCP environment
option is enabled only when the Authenticate registrations with LDAP server
option is checked, and when the DHCP environment in the zone option is
unchecked in the Basics section of the Settings tab.
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Locate endpoints

When checked, instructs the LifeSize Gatekeeper to resolve unrecognized aliases
by sending an LDAP query to the LDAP server.

Note For the Locate endpoints feature to work, you must also check the
Retrieve Neighbor Gatekeeper list every n seconds field below.

For more information about the LRQ policy of the LifeSize Gatekeeper, see
Resolution of Aliases on page 9.

m  Choose using online info to locate the address of an endpoint using
dynamically registered information.

The Update LDAP server with online information option must be
selected.

m  Choose using static info to locate the address of an endpoint using
manually configured information. This option replaces the need to send
a multicast LRQ to Neighbor Gatekeepers when an address is not found
in the LifeSize Gatekeeper database.

Endpoints must be registered in the LDAP Static Information Tree. For
more information, see To add a new entry to the Static Information Tree
on page 254.

Force routed mode

Select to force the LifeSize Gatekeeper to send a call to the destination endpoint
gatekeeper, even if the destination gatekeeper is defined to operate in Direct
Mode.

Update LDAP server with online information

Select to automatically update the LDAP server with dynamic endpoint
information, such as if an endpoint registers or unregisters with the LifeSize
Gatekeeper or changes an alias. Define each LifeSize Gatekeeper using this
feature in the LDAP Online Information Tree. For more information, see To add
a new entry to the Online Information Tree on page 256.
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Retrieve Neighbor Gatekeeper list every n seconds

Check to retrieve updated information about Neighbor Gatekeepers from the
Gatekeeper List Tree in the LDAP server. Set the time interval for retrieving the
information. For information on Neighbor Gatekeepers, see the Neighbors Tab
chapter.

Get destination phone number address from LDAP

Check to retrieve the destination address from the LDAP database. When an
endpoint calls a destination alias which is not an E.164 alias, the LifeSize
Gatekeeper retrieves the destination endpoint E.164 alias from the LDAP server.

Deactivate on error

Check to disable all LDAP-related parameters in the LifeSize Gatekeeper web
interface when the connection to the LDAP server is lost. This feature enables
you to continue working with the LifeSize Gatekeeper in cases of LDAP server
error, such as network problems, invalid LDAP server password, invalid LDAP
server address, and so on.

Warning When checked, endpoints can still register to the LifeSize Gatekeeper
but the LifeSize Gatekeeper will not perform authentication or authorization.

OPTIONS AVAILABLE WHEN THE H.350 SCHEMA IS SELECTED

Authentication mode

Select the required endpoint authentication mode from the drop-down list.
m  None—The LifeSize Gatekeeper performs no endpoint authentication.

m  H.235only (available only when the Enable security (H.235) option is
checked in the Security section)—The LifeSize Gatekeeper authenticates
endpoints using user name and password only, according to H.235
Annex D.

m  H.235o0r Name alias (available only when the Enable security (H.235)
option is checked in the Security section)—The LifeSize Gatekeeper
authenticates endpoints according to either

o User name and password only
or
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o Name alias only

This option allows endpoints which do not support H.235 Annex D to
register.

Note For more information about H.235 security, see Security on page 92.

Register endpoints with

When an endpoint registers with the LifeSize Gatekeeper, the LifeSize
Gatekeeper stores the endpoint aliases retrieved from the LDAP server and from
the endpoint RRQ message. Select the required alias type for endpoint
registration from the drop-down list. Set to Online aliases when the
Authentication mode option is set to None.

m LDAP aliases—The LifeSize Gatekeeper uses only the endpoint alias
retrieved from the LDAP server.

m  Online aliases—The LifeSize Gatekeeper uses only the endpoint aliases
provided in the RRQ message.

m  Online and LDAP aliases—The LifeSize Gatekeeper uses both the
endpoint aliases provided in the RRQ message and the endpoint alias
retrieved from the LDAP server.

Enable authorization

Check to enable authorization. When checked, the LifeSize Gatekeeper retrieves
the service level defined for the endpoint in the LDAP server.

Note You must define a group using the same name as you used for defining the
endpoint service level in the LDAP server. You must also check the Add
members according to LDAP information option in the Add Group dialog box.
For more information, see Adding or Modifying a Group on page 138.
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Get Caller ID presentation policy

When checked, the LifeSize Gatekeeper verifies in the LDAP server whether or
not the presentation of the calling endpoint ID is allowed to the receiving
endpoint. If yes, the ID of the calling endpoint is visible to the receiving endpoint
when the LifeSize Gatekeeper connects the call. If no, the ID of the calling
endpoint is not presented to the receiving endpoint.

When unchecked, the LifeSize Gatekeeper attempts to connect the call without
referring to the LDAP server for the ID presentation policy of the calling
endpoint.

Checked by default.

Deactivate on error

Check to disable all LDAP-related parameters in the LifeSize Gatekeeper web
interface when the connection to the LDAP server is lost. This feature enables
you to continue working with the LifeSize Gatekeeper in cases of LDAP server
error, such as network problems, invalid LDAP server password, invalid LDAP
server address, and so on.

Warning When checked, endpoints can still register to the LifeSize Gatekeeper
but the LifeSize Gatekeeper will not perform authentication or authorization.
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EXTERNAL API

WHAT You CAN
CONFIGURE

The External API section of the Settings tab enables you to configure the
LifeSize Gatekeeper to initiate a connection to a configured external
authorization server application. The authorization server application can initiate
a connection to an external authorization and third party call control client
application.

Alternatively, the external authorization server application can initiate a
connection to the LifeSize Gatekeeper, using the same request/response
sequences.

Settings |

Baszics | -
calls External AP1

GpeEy Authorization

Dial Plat

[ Connect to Authorization server Status:
Supplementary Services
Logs
Server addiess Part:
Billing
Alert Inclications W Pl
LDA&P
Destination policy: Union destinations ¥
External API
DNS [~ Allgw sutharization servers to connect
Call Contral
Radius
y [ Enable XML call control
Security
Alternste Gatekeeper aw Help

Figure 5-16 Settings Tab: External API
The following configuration options are available in the External API section:
AUTHORIZATION

Connect to Authorization server

Check to enable the LifeSize Gatekeeper to initiate communication with an
external authorization server application.
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Status

Indicates the status of the connection between the LifeSize Gatekeeper and the
external authorization server application when the LifeSize Gatekeeper initiates
the connection.

Server address

Type the IP address or host name of the external authorization server application.

Port

Type the port through which the LifeSize Gatekeeper and the external
authorization server application communicate.

User

Type the user name used by the LifeSize Gatekeeper for incoming messages
from the external authorization server application.

Password

Type the password used by the LifeSize Gatekeeper for incoming messages from
the external authorization server application.

Destination policy

Each of the authorization servers supported by the LifeSize Gatekeeper sends a
destination list to the LifeSize Gatekeeper containing all the destination
endpoints listed in Authorization Reply messages received for all requests. The
Destination policy option enables you to choose how the LifeSize Gatekeeper
processes the incoming destination list from each of the external servers.

The following Destination policy settings are available:
m  Union destinations—The LifeSize Gatekeeper merges all the

destination lists received from the authorization servers into one unified
list. The new unified list replaces the list currently in use.

m Intersect destinations—The LifeSize Gatekeeper creates a new
destination list containing only those endpoints which appear on every
list received from the authorization servers. The new list replaces the list
currently in use.
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DNS

ABOUT DNS

m  No change—The LifeSize Gatekeeper ignores all new destination lists
received from the authorization servers and continues to use the original
list from the caller.

Note The LifeSize Gatekeeper rejects the call if the Union destinations or
Intersect destinations settings return an empty list.

Allow Authorization servers to connect

When checked, any authorization server can connect to the LifeSize Gatekeeper.
When unchecked, only the LifeSize Gatekeeper can initiate a connection.

Note By default, the LifeSize Gatekeeper listens to XML messages on port 3271.
A server wishing to initiate a connection or to use the LifeSize Gatekeeper XML
API must send messages to this port.

CALL CONTROL

Enable XML call control

Check to enable an external third party client or an external authorization server
to connect to the LifeSize Gatekeeper. Using XML formatted messages over
TCP, an external client or server can connect and disconnect calls between two
endpoints via the LifeSize Gatekeeper Administrator interface.

The DNS (Domain Name Server) section of the Settings tab enables you to
configure parameters to resolve e-mail and URL aliases using a DNS server
when the LifeSize Gatekeeper cannot find a destination.

When the LifeSize Gatekeeper cannot resolve a call within the LifeSize
Gatekeeper zone, and the destination contains e-mail and/or URL aliases, the
LifeSize Gatekeeper can contact a preconfigured DNS server and receive a list of
gatekeepers relevant to the queried domain. The list is a prioritized list of
gatekeeper IP addresses within the given domain. These IP addresses are
resolved via DNS queries according to procedures recommended in H.225.0
version 2.

Upon receiving the full list of gatekeeper IP addresses, the LifeSize Gatekeeper
issues LRQ messages to all the gatekeepers on the list in order to establish the
location of the destination endpoint.
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ADDRESS
GENERATION

WHAT You CAN
CONFIGURE

DNS

The LifeSize Gatekeeper can automatically generate an e-mail address from
H.323 aliases according to the domain configured in the Local Domain field of
the DNS section. For more information, see Automatic E-mail Address

Generation on page 11.
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Figure 5-17 Settings Tab: DNS

The following options are available for configuring DNS settings:

Enable DNS queries

When checked, instructs the LifeSize Gatekeeper to resolve unrecognized aliases
by sending a Location Request message (LRQ) to the DNS server. For more
information about the LRQ policy of the LifeSize Gatekeeper, see Resolution of

Aliases on page 9.

DNS record type

Select the required DNS record type from the drop-down list.

m Text Record

Enables the LifeSize Gatekeeper to request that the DNS server returns
non-standard TXT type records only.

Settings Tab 83



DNS

m A Record
Enables the LifeSize Gatekeeper to request that the DNS server returns

Host (A) type records only.
Use DNS to resolve calls from

m In-zone endpoints

When checked, enables the LifeSize Gatekeeper to resolve destination
addresses for calls originating from in-zone endpoints.

m  Out-of-zone entities
When checked, enables the LifeSize Gatekeeper to resolve destination

addresses for calls originating from out-of-zone entities.
DNS timeout
The connection timeout (in seconds) between the LifeSize Gatekeeper and the
DNS server to which the LifeSize Gatekeeper sends a query.
DNS Server

Displays the DNS server to which the LifeSize Gatekeeper has access.

Add

Click to add a DNS server. Unavailable if a DNS server is already configured.
For more information, see Adding or Modifying DNS Server Details on page 85.
Edit

Double click the DNS server, or select the DNS server and click Edit to modify
DNS settings. For more information, see Adding or Modifying DNS Server
Details on page 85.

Delete

Click to remove the DNS server.

Automatically generate E-mail address from Name alias

When checked, the LifeSize Gatekeeper automatically generates an e-mail
address from H.323 aliases in incoming ARQ, RRQ and LRQ messages
according to the domain configured in the Local Domain field. For more
information, see Automatic E-mail Address Generation on page 11.
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